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IT Administrator with experience in Windows Server, Active Directory, endpoint security, network administration, Azure cloud services,
and web application VAPT. Proficient in DNS, DHCP, GPO, firewall, VPN, patch management, OS hardening, PowerShell automation,
and IT support across Windows and Linux environments. Experienced in supporting enterprise clients, strengthening security posture,
and maintaining secure, reliable IT infrastructure.

EXPERIENCE

IT Administrator July 2026 - Present
JHS & Associates LLP
« Administered and maintained Windows Server environments, including server installation, configuration, health monitoring,
patching, and routine maintenance.
. Managed Active Directory infrastructure: created and maintained user accounts, security groups, Organizational Units (OUs),
Group Policies (GPOs), access permissions, and shared-folder access.
. Configured and supported core network services including DNS, DHCP, LAN/WAN connectivity, Wi-Fi, VPN, and network
devices.
. Monitored, configured, and troubleshot firewall policies to strengthen network security and maintain secure connectivity.
. Provided L1/L2 technical support for desktops, laptops, printers, software, hardware, and user connectivity issues.
« Conducted authorized Vulnerability Assessment and Penetration Testing (VAPT) on the company website, identifying security
vulnerabilities, documenting findings, assessing risk, and reporting remediation recommendations to relevant stakeholders.

Consultant — IT & Endpoint Security July 2025 — May 2026
Anunta Technology Management Services Limited
Clients : 360 ONE, HDFC Bank & Aditya Birla Sun Life Insurance
« Managed endpoint security and IT infrastructure for 3 enterprise clients covering 500+ users across Windows and Linux
environments.
« Administered OS hardening and patch management for 200+ endpoints, reducing unpatched critical vulnerabilities by ~40%
within the first quarter.
. Deployed and configured Microsoft Azure VMs and networking services, supporting seamless cloud migrations for HDFC Bank.
« Built PowerShell and Python automation scripts, eliminating ~6 hours/week of manual repetitive administrative tasks.
« Managed Active Directory for 300+ user accounts — provisioning, access control, GPO enforcement, and periodic access
reviews.
. Maintained security compliance documentation and coordinated with client IT teams during audit cycles.

Penetration Testing Intern Feb 2025 — March 2025
Hacktify Cyber Security

. Conducted security assessments to identify vulnerabilities including HTML injection, SQL injection, and XSS attacks.

. Exploited CSRF, IDOR, and CORS misconfigurations to test application resilience.

. Performed manual and automated testing using tools like Burp Suite/OWASP ZAP.

. Participated in Capture The Flag (CTF) challenges to refine exploit development and vulnerability detection skills.

Technical Consultant Mar 2024 — November 2024
HMJ Firesafety Services
. Developed and deployed the company's website, ensuring optimal performance and user experience.
. Maintained and secured the network infrastructure, implementing security best practices to protect against cyber threats.
Configured and managed company systems, ensuring smooth operations and minimal downtime.
. Administered and maintained Windows Server, optimizing system performance and security.

PROJECTS
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BlogShield — A Secure Blogging Platform | Github Link | React, Mongo DB, Node JS, Tailwind CSS, Express JS May 2025
Developed a full-stack blogging platform using MongoDB, Express.js, React.js, and Node.js
Implemented OWASP best practices for robust security, including input validation, rate limiting, and secure API design
Integrated user authentication and role-based access control (Guest, Author, Admin) for granular permissions
Enabled markdown-based blog creation with support for avatar uploads and rich content formatting
Designed a modern Ul with dark mode, responsive layout, and toast notifications for enhanced UX

PhishGuard | Github Link | HTML, CSS, JavaScript, Google Safe-Browsing API, VirusTotal AP/ Feb 2025
. Developed a browser extension for real-time phishing detection.
. Implemented threat detection using VirusTotal and Google Safe Browsing API.
. Utilized Manifest V3 and Declarative Net Request API for security compliance.
. Achieved 95% detection accuracy in testing.

TECHNICAL SKILLS

Operating Systems: Windows Server (2016/2019/2022), Linux (Ubuntu, CentOS, RHEL), macOS

System Administration: Active Directory, DNS, DHCP, Group Policy (GPO), WSUS, File Server

Cloud & Virtualisation: Microsoft Azure (VMs, Networking, Azure AD), AWS, VMware, Hyper-V, Zscaler Zero Trust

Scripting & Automation: PowerShell, Python, Bash, JSON Security Tools: Nmap, Burp Suite, Nessus, OWASP ZAP, Wireshark, Splunk,
Metasploit, Snort

Ticketing & Monitoring: ServiceNow, Jira, Windows Event Viewer, Antivirus deployment & management

Networking: VLAN, Firewall, VPN, TCP/IP, Packet Analysis — CCNA certified

Languages: English (Fluent), Hindi (Native), Marathi (Intermediate), Indonesian (Intermediate)

CERTIFICATIONS

. Certified Network Security Practitioner ( CNSP ) | The SecOps Group April 2026

. Cisco Certified Network Associate (CCNA) 1.0 | Cisco Networking Academy April 2025

. CyberOPS Associate | Cisco Networking Academy | March 2025
EDUCATION
Bachelor of Technology in CSE-Cyber Security — CGPA 6.5/10.0 Sept 2022 - June 2026
Rajiv Gandhi Proudyogiki Vishwavidyalaya
Class XIl Maharashtra State Board — Percentage 66.83/100 June 2021 - March 2022
Loknete Ramsheth Thakur School & Jr. College Kamothe
Class X Maharashtra State Board — Percentage 72/100 June 2019 — March 2020

St. Joseph High School & Jr. College
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